
SUBJECT AND RESEARCH 

Background 

I think, therefore I am.1 This has traditionally been the presumption when it  comes to identity. However, over 

time, identity is increasingly shaped by characteristics given to us by government authorities. These 

characteristics often reflect certain milestones or personal properties, like a drivers’ license or diplomas. This 

situation is otherwise known as centralized identity, where centralized authorities play the most important role 

in issuing, storing and verifying credentials. Centralized identity is also referred to as account-based identity 

when talking about the internet, because users create countless accounts in their lifespan by means of a 

username and password. A password for example, proves that we have access to the associated website or 

service. This is another form of centralized identity because the websites decide on the terms and conditions for 

an account. Losing any characteristic or online account, alters one’s identity. The notion of identity is therefore 

not as straightforward as it used to be. Nowadays we do not really exist without the characteristics we possess, 

which can be used to prove certain claims about ourselves as a person. Consequently, we have grown to be more 

dependent on central authorities with regards to our identity.  

 

As the digital domain continues to grow, our identity increasingly depends on the services we use and how they 

guarantee the protection of our online identity. This is due to the fact that the internet does not enable users to 

know who they are connecting to, therefore it becomes more important to protect personal data and information 

like passwords. Unfortunately, in this regard users are fully dependent on the services they use. Data breaches 

occur very often, and therefore identities can easily be abused. Additionally, users are often unaware of the trail 

of personal data they are constantly leaving on the internet. Some refer to our current identity ecosystem as 

‘chaotic and unsecure’.2 Additionally, these identity systems have been proven to be inefficient, incompatible, 

lacking in privacy controls and vulnerable to cyber-attacks.3 However, we may be able to put control over 

identity back into the hands of the individual. Identity might once again be connected to the “I” with which it 

started a long while ago, and the internet might finally be enriched with an identity-layer. In this regard, the 
notion of Self-Sovereign Identity (SSI) could play a monumental role in the evolution of the internet.  

 

SSI enables trust while preserving individual privacy.4 Additionally, it provides individuals with more control 

over their personal data. Simply put, a self-sovereign identity is a permanent identity that can only be accessed 

in full by the person or entity to whom it belongs, yet portions of that identity can be shown to any individual, 

organization, or agency whenever needed. SSI essentially adds an identity layer to the internet. It also gives 

users full control of their personal digital identity in a safe, secure and trusted manner. The individual decides 

what information is disclosed, to whom and under what circumstances.5 

Digital identities are not singular. Rather, our digital identity is the sum of all our attributes which exist online: a 

constantly growing and changing collection of data points. Since self-sovereign identities are decentralized and 

encrypted, identity theft or incidents become much less of a problem.6 Consequently, users are enabled to 

interact and share information with others in a secure and trustworthy manner. Blockchain technology generally 

serves as a layer of trust between the issuer of certain credentials and the verifier requesting the relevant 

information. It allows for credentials to be verified without the need of a third party. This opens the door to a 

vast array of new implementations.  

In short, SSI enables people to manage their own digital identity, instead of central authorities. Users are then 

free to manage identity data however they like. These could be verifiable credentials or data from a social media 

account, a history of transactions on an e-commerce site, attestations from friends or colleagues or even 

diplomas. There really is no limit to the kinds of data that can be implemented in SSI. Therefore, in the coming 

years, I suspect we will see significant growth in self-sovereign decentralized digital identities by means of 

cryptography and blockchain technology. 

Potential of SSI 

Blockchain technology has the potential to deliver multiple benefits, including data integrity, verifiability, 
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transparency, trust, control and decentralisation. It is the most significant innovation in data processing and 

gathering to be introduced in a long time. Blockchain technology enables verifiers to trust documents they 

receive, without knowing (and trusting) the issuing party, the holder or both. Esssentially, it enables trustless 

trust. In turn, SSI enables a reduction in disputes and the number of intermedaries in transactions, less 

cybercrimes, and might even reduce corruption in less developed countries. EGovernment services therefore 

represent one of the most attractive scenarios for SSI to improve transparency, trust and efficiency of public 

administration.7 No wonder that a variety of governments are considering to implement blockchain technologies 

to their processes.8 Europe is already interested in implementing blockchain technology to enable identity 

management in order to provide a plethora of services.9 In my view, identity is the core area and fundamental 

building block for any government. Also, identity is the cornerstone of any functioning economy and society.  

The importance of a decentralized, trustworthy, efficient and cheap way to manage identities is therefore not to 

be underestimated. Consequently, the question arises whether SSI implementations using blockchain technology 

could also be GDPR compliant, and in what form.  

General Data Protection Regulation 

Recital 7 of the General Data Protection Regulation (GDPR) states that natural persons should have control 

over their own personal data. Anyone versed in SSI would agree that this is one of the current problems SSI 

enables us to solve. From a technological standpoint, self-sovereignty implies that individuals control their own 

data, without the use of trusted third parties, by enabling peer-to-peer connections, transparency and security 

through encryption.10 At first glance it seems as if the GDPR provides a ground on which EU member states can 

implement SSI. 

 

However, questions arise as regarding the application of data protection concepts and rules to blockchain and 

SSI.11 For example, whether personal data is being processed in the first place, and whether personal data is 

being stored on the blockchain itself or within a clients’ wallet or app. While blockchain compliance with the 

GDPR has been addressed before,12 research specifically relating to decentralized identities is still scarce. It 

essentially provides a new environment in which GDPR compliance can be examined. In this respect, it is 

important to realize that it is not about SSI compliance through blockchain technology per se, but rather about 

how this technology is applied. SSI as a whole cannot be GDPR compliant or not. Therefore, it is necessary to 

research a specific blockchain-based use case or implementation. Consequently, if the implementation was 

GDPR-compliant, it could become a desirable identity management system, both from a legal and societal 

perspective.  

 

Atala Prism 

Input Output Global (IOG) is one of the world's pre-eminent blockchain infrastructure research and engineering 

companies. The company builds high-assurance blockchain infrastructure solutions for public-, private sector 

and government clients. Recently they have managed to close the first governmental blockchain deal with the 

Ethiopian minister of education. IOG is developing a decentralised identity solution aimed to give ‘unbanked’ 

people a blockchain-based economic ID as a ‘one-stop-shop’ to financial and civic services.13 In due course, this 

identity layer will enable them to connect to countless services in their adult lives. However, the first real-life 

implementation is aimed at the education sector. As a result of the biggest blockchain deal with a government to 

date, Ethiopian students will be given a digital identity to store their diplomas and other achievements. 

Subsequently, they can share them in a decentralized manner with, for example, future employers. The 

technology behind this is called Atala Prism, which will be integrated with the Cardano blockchain.  

 

Every student involved will receive a digital identity (DID). That DID carries with it information – metadata – 

that will travel with them throughout their academic life, and follow them into the economic world after 

finishing their education. When these millions of students graduate, as they go into the economy, eventually this 
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infrastructure can be used for buying property, for payments, for voting and all other matters of their economic 

life. The deal therefore represents the start of an interesting development, which we might eventually be able to 

implement within the EU as well. 

Consequently, this thesis aims to investigate the possibility to implement SSI solutions within the EU, from a 

GDPR compliance perspective and with a specific application in mind. First, the second chapter aims to explain 

the basics of SSI on a functional and technical level. Additionally, Chapter two explains how Atala Prism has 

incorporated these elements into its own infrastructure. Illustrations are used to give the reader a thorough 

understanding of the matter, as well as an idea of what the environment will look like. This provides the reader 

with a reference point for the rest of this thesis. 

Chapter three will look at the GDPR and the main components which are essential for compliant SSI 

applications. The chapter will start by explaining key elements and requirements, such as personal data and 

processing thereof. Additionally, the general principles, rights of the data subject, controller and processor will 

be explained. This will prepare the reader for a comparison with Atala Prism in Chapter four.  

Finally, in the fourth Chapter, Atala Prism will be compared with the core elements of the GDPR. I will aim to 

investigate whether the GDPR is applicable at all. And if so, whether Atala Prism meets the criteria for lawful 

processing of personal data and can therefore be used within the EU. 

 

Based on the above, this thesis will examine the following research question: 

 
To what extent can an SSI application such as Atala Prism be implemented in Europe in light of the GDPR? 

 
Sub questions: 

 

Chapter two 

As the exemplary implementation of SSI, how does Atala Prism work on a functional level? 

 

Chapter three 



CHAPTER 2: SSI & ATALA PRISM  
Current (physical) identifiers are expensive, less efficient and more expensive to maintain, easy to counterfeit and 

fail to support services in an effective and uniform way within and across borders. Digital identifiers could be 

used to solve these problems, and governments are therefore interested in implementing them. This chapter will 

start with a brief explanation of the main ingredients of any SSI infrastructure. Next, this chapter will describe 

exactly how Atala Prism works, both conceptually and on a more technical level. Additionally, some important 

questions will be answered with regards to the storage of personal data and loss of keys or devices.  

 

2.1 The foundation of Self Sovereign Identity 

Before exploring Atala Prism as a specific implementation in further detail, it is important to have a closer look 

at the basics of SSI, and how it works on a functional level. This paragraph will therefore first explain the main 

building blocks of SSI. Paragraph 2.2 will explain in further detail how credentials are issued and securely 

shared between parties. 
 

2.1.1 Basics of Self-Sovereign Identity 

Other than the centralized identity model, Self-Sovereign Identity uses the decentralized identity model. This 

model is no longer account-based, like most online services at the moment. Currently it is most common to have 

an account for every single online website or service. Consequently, we have to manage a lot of passwords. 

Instead, the decentralized identity model allows people to connect directly with another party in order to share 

information on a peer-to-peer level. Personal information is not stored by different central authorities. Instead, 

the data subjects (users) are the sole controller of their personal information. The only password is the one 

which grants access to one’s personal data and credentials, for example in the form of a digital wallet. Users can 

directly interact with other internet users, be it a person, institution, company or thing. 

 

However, sharing of information is not enough for the implementation of SSI. Additionally, users need 
verifiable credentials which they can then share within the interaction with other parties. A credential refers to 

the physical ‘proofs’ we carry around in our physical wallets. Examples of credentials are drivers’ licenses, 

passports, student- and bank cards. These credentials are designed to be tamper-proof and to provide evidence 

that certain claims about the data subject are true. In turn, the data subject can convince others (who trust the 

issuer of those specific documents) of these truths. There is a multitude of examples of credential-based claims, 

like the drivers’ license which shows others you are capable of driving a car, or a passport proving that you are 

of a certain nationality or age. There is no limit as to what claims can tell you about the subject. It could include 

attributes (age, weight or eye colour), relationships (marriage, siblings or employer), or entitlements (legal 

rights, scholarships or taxes).14 

 

 
Figure 1: peer-to-peer connection 

In turn, just like the centralized system we currently know, credentials have to be created by a trustworthy party: 

the issuer. Issuers can be many different entities, but they all share a common characteristic: administrative 

authority. Based on this authority, others are able to trust that claims about the person who owns the credential 

are in fact true. Parties who store credentials in their digital wallet are called holders. Digital wallets are 

generally accessed through an app or other form of software which is secured by means of a password. As a 

result, the issuer issues credentials containing certain claims and puts them at the disposal of the holder. In turn, 

all credentials are safely stored by one password, instead of hundreds of passwords for different websites or 

services. Because the subject of a credential is generally also the holder, and because only holders have access 

to their credentials, we can call this a form of Self Sovereign Identity. In order for others to accept claims based 

on certain credentials, they have to be verifiable. As we have seen, this starts with the issuer who should be 

trustworthy, and who generally possesses administrative authority. For example, school diplomas can only be 

issued by the relevant school. School diploma’s issued by one of the parents are not trustworthy. This is where a 

new component of SSI comes in: the verifier. 
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Verifiers are the ones with whom a holder shares their credential. Verifiers must be able to determine who the 

issuer of the credential is. Additionally, they must know that the credential is still valid, meaning that it has not 

been tampered with and that is has not expired or been revoked.15 Currently, most physical documents include 

an expiration date and some form of verification, for example by means of a watermark. Alternatively, verifiers 

can check directly with the issuer who will tell them whether the document is up-to-date and valid. This process 

is very expensive, time consuming and sensitive to fraud. 

 

One of the biggest advantages of SSI is therefore the fact that it allows for verifiable credentials, without any 

third parties or physical documents. Combining the internet with cryptography, documents can be verified in a 

matter of seconds. While I will explain this technical process in more detail in due course, for now it is 

sufficient to know that digital verification enables verifiers to: check (1) whether the credential contains the 

correct data in the correct format, (2) check whether or not it contains a valid signature from the issuer, and 

therefore to establish its authenticity, (3) the validity of the document, and (4) whether the holder of the 

credential is also the subject thereof. Verifiable credentials are essentially what we carry around in our physical 

wallet today, i.e. bank- and credit cards, drivers licenses, library cards and the like. 

2.1.2  Secure connections through blockchain technology 

Because peer-to-peer connections circumvent the need of a third party, the connection shown in Figure 1 is 

inherently decentralized. This peer-to-peer connection, shown in Figure 2 between the holder and verifier, 

essentially allows us to digitally mirror the way we show our identity in the real world. Users have a digital 

wallet, containing verifiable digital credentials obtained from issuers, which they can share through a 

trustworthy (digital) connection. 

 

However, what enables verifiers to trust the digital credentials they receive? This is an important question, 

because sending personal credentials to another party through an online connection can only work if the 
receiving party can indeed verify the validity of the document. How do verifiers know that they have received a 

correct, authentic and valid credential? The answer lies in cryptography and the public/private key infrastructure 

commonly used in implementations of blockchain technology, like for example Bitcoin.  

 

Blockchain technology solves a problem that has never been solved before in the history of cryptography.16 A 

blockchain essentially is a distributed database or ledger, which is not susceptible to single points of failure or 

attacks. The community owns the network and there is no centralized power. Connections between peers are 

secured through a so-called decentralized public key infrastructure (DPKI). Every participant within the 
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Figure 2: based on the above, SSI consists of the so-called trust triangle, which represents the 
exchange of credentials between the issuer, holder and verifier. 



network (person, organization, thing, etc.) can obtain a Decentralized Identifier (DID), which is essentially a 

new form of unique pseudonymous identifier similar to an IP-address or URL. A DID essentially contains 

metadata about a digital document. The unique identifier in the form of a DID allows VCs to be linked to an 

identity holder. Every DID contains associated DID documents. DIDs therefore allow documents, in this case 

VCs, to get a set of information about the resource identified by them.  

 

Additionally, users have a private key and public key related to their wallet containing the DIDs. For a clearer 

image for the reader, figure 3 shows an example of these components. First, I will explain DPKI on a functional 

level. Next, we will explore how this infrastructure positively affects SSI. 

 

 
Figure 3: example of a DID and public/private keys. 

2.1.3 Decentralized public key infrastructure (DPKI) 

DPKI uses asymmetric-key cryptography. This means that there are always two different keys which work in 

pairs. The public and private keys are always interlinked. Public keys – as the name suggests – are public and 

can be seen by anyone on the network. They are used to ‘sign’ a transaction, meaning that the message is 

encrypted using the public key of the recipient. Private keys, however, are private and must be kept secret at any 

time. Messages which have been encrypted using a public key can only be unlocked by means of the 

corresponding private key. Because the public- and private keys of the recipient are interlinked, the recipient is 

the only party who is able to decrypt the message to its original form. Any other private key will not decrypt the 

message correctly. Public keys can be shared with others and actually act more like a public address, because 

the sender uses it to encrypt the message in order to tie it to the private key of the recipient. I will explain a 

transaction between peers by means of an example. Additionally, see Figure 4.  

Imagine you want to send a verifiable credential to another peer through the secure connection we have 

established in Figure 1. The message will be encrypted using the public key of the recipient. After receiving the 

message, the recipient will decrypt the message using his or her corresponding private key. The private key can 

only be accessed by him or her. Using a set of keys therefore enables parties to securely share a VCs, which can 

only be seen by the recipient of the transaction.  

 

 
Figure 4: peer-to-peer transaction using the DPK infrastructure (asymmetric encryption). 

  



2.1.4 Zero Knowledge Proof 

Digital signatures by means of public- and private keys take place everywhere within SSI, as it is the basis for 

secure communications. Signatures are used (1) for every transaction with a blockchain (explained in more 

detail in par. 2.2.), (2) to form DID-to-DID connections and to sign every message between them, (3) and to 

sign every verifiable credential.17 DPKI enables transactions between peers to be secure and trustworthy, 

without the need for central authorities. However, there are privacy issues when sending transactions containing 

personal data, even if only the private key can be used to access them. This is where Zero Knowledge Proofs 

(ZKP) come in. 

 

ZKPs allow holders to prove attributes to verifiers, without actually including credentials in the actual 

transaction. Additionally, the verifier may verify that a credential has not been revoked, without the need to 

reveal a list of revoked credentials which could have serious privacy implications.18 The term ‘zero’ refers to the 

fact that no information about the credential is shared. As a result, the verifier knows that the holder has a valid 

claim without having to see the relevant document itself. In my view, this is where SSI becomes truly 

revolutionary. After all, in real-life the only way to do this is by trusting someone when they claim to possess an 

attribute. This enables us to prove certain attributes, for example being over 21 years old or having a college 

degree, without sharing our personal information like diploma’s or your date of birth. SSI implementations 

which support ZKP therefore introduce substantial advantages from a privacy-by-design perspective.  

 

Additionally, verifiers no longer need to inspect a document, which often contains more personal information 

than needed. This can of course be applied in countless situations in everyday life and might dramatically 

change the way online transactions are carried out. Examples are qualifying for a loan without sharing credit 

scores, providing a proof of living in a municipality without sharing an address, or, within the online domain, 

proving you are not a bot without disclosing personal information or clicking images. Alternatively, employers 

could require a vaccination or immunity certificate from their employees, the existence of which inside the 

holders’ wallet could also be proved without actually disclosing detailed health-related data.19 In fact, any 

situation in which data minimalization is crucial, could be improved by ZKP technology in this regard.  

 

2.1.5 Trust in verifiable credentials 

Looking at the trust triangle in Figure 2, the issuer is able to send VCs to the holder and the transaction metadata 

is stored on a blockchain. In turn, the holder sends the VC securely to the verifier of his/her choice by means of 

a peer-to-peer connection. DPKI (and in some cases ZKP) allow verifiers to see whether the information is 

correct, authentic, valid, and issued to the holder, without actually viewing the personal data itself. As a result, 

trust has been established between the verifier and issuer, enabling the holder to enjoy services as a result.  
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Figure 5: complete SSI structure, from issuer to verifier with the holder in the center. 

Note that the issuer still plays an important role within SSI. This is the third party who normally formed the 

center of centralized identity management. If a verifier does not trust the issuer, they would not trust the 

credentials provided to them by the holder either. In other words: while SSI provides valuable information about 

what credentials are stored and when they were issued, it does not provide information about what is true or 

false. After all, cryptography can only be used to prove a computational fact about data.20 Authorities will 

therefore still play an important role in the issuance of credentials and we will initially continue to rely on a 

more physical form of trust in that regard. For example, a holder will still have to physically go to the town hall 

in order to request a digital passport for the first time. After all, the identity has to be verified in order to 

establish a secure connection. Only then could the document be stored in his/her digital wallet in order to be 

used in SSI. 

 

Now that the basics of SSI have been elaborated on, it is necessary to look at an implementation thereof in order 

to be able to compare it with key components of the GDPR in Chapter four. After all, there are several important 

questions to be asked with regards to privacy. What happens if a holder loses access to his or her private key? 

What data is stored on the public blockchain? These questions, among others, will be answered in paragraph 2.3. 

Next, Chapter three will explain the GDPR, its applicability and key components for compliance.  

 

2.2 Atala Prism 

IO Global, the research and engineering company behind the Cardano blockchain and Atala Prism, has closed 

the biggest blockchain deal with a government in history. Ethiopia will start to implement Atala Prism as a 

national attainment recording system; to verify grades, monitor school performance, and boost nationwide 

education.21 The explanation in this paragraph therefore uses the education sector as a specific example, both in 

the visual and technical explanation. 

 
2.2.1 Creating a secure channel between institutions and users 

As we have seen, SSI might be implemented through a wallet or client. This paragraph focuses on the Atala 

Prism app, which connects to the Cardano blockchain. I would characterize Atala Prism as a layer two solution, 

which means it runs on top of an existing infrastructure, in this case the Cardano blockchain. Layer two 

solutions allow participants to transfer data across the network, in this case VCs, securely and privately. Atala 

Prism should therefore be seen separate from the Cardano blockchain. Rather, it is a permissioned identity 

management tool that can be used to provide access to services and share DID documents with peers. In this 

case, permissioned means that users must first be admitted to the network in order to be able to use it. This 

section will describe how users get access to Atala Prism and how they can receive their first VCs.  

 

Institutions who want to verify or issue credentials must first access the Atala Prism management portal. 
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Organizations log in using their web browser wallet. After the creation of a management portal, it can be used to 

create and manage DIDs. The created DIDs can then be used to sign credentials later on. In order to be able to 

issue credentials, the institution, Vrije Universiteit Amsterdam for example, must first upload contacts to the 

portal. The VU is completely free in its choice for the number of contacts to be uploaded. This can for example 

be equal to the number of students in an examination year, but in theory the whole student database may be 

added to the management console. It depends entirely on the credentials they plan to issue. Every 

contact/student will show up under their own name, in combination with an external ID as well as a creation 

date and contact status (see figure 6). 

 

Meanwhile, students download the Atala Prism mobile app for Android or IOS. It allows them to create their 

own identity and to receive, store and share credentials. Note that the contract status says pending until the 

students have connected their app to the relevant institution. Therefore, the next step is for students to come into 

the schools’ registrar office in order to prove their identity. Once physical identification has been approved, a 

QR code is generated within the management console, which can be scanned by the student in order to establish 

a secure connection. Once completed, pending connections will change to active connections, as shown below 

as well. As the secure connection will only end when one of the parties so desires, the verification process for 

students can be seen as a single event. For a visual representation of the Atala Prism app on IOS, see figure 6 on 

the right.  

 

 
Figure 6: representation of the management console inside a browser extension, the mobile app, and the establishment of 
secure connections between the two. 

 

2.2.2 Issuing credentials  

After having established a secure connection it is time to issue credentials and store them in students’ wallets. 

The issuance of credentials can easily be done through the management console mentioned above. First, 

credentials such as diplomas are uploaded to the console, for example in a .csv file. Every uploaded credential 

contains the same information as a physical diploma: the issuing authority, the kind of credential i.e. degree, the 

degree name, students’ first and last name, and date of issuance. After the uploading the credentials, they will 

appear in the credentials section of the management console. As the credentials have not been signed or sent yet, 

they will first appear as credential drafts (see figure 7). 



 

 
Figure 7: A representation of the credentials section in the management console. 

Next, the issuer logs into their browser wallet in order to reject or sign the new credentials. In order to do so, the 

institution performs a final check before signing the credential with their private key. This can be done one-by-

one, or in bulk. This will create a hash of the credential on the Cardano blockchain. Additionally, the credential 

status within the management console will change from credential draft to credential signed, meaning that the 

institution has officially created the credential, which can be verified through the Cardano blockchain. Next, the 

institution is able to send them to the relevant students, which will receive them in their wallets within the Atala 

Prism mobile app. Of course, this is where the secure connection is utilized. Figure 8 shows the institution’s 

browser wallet (left) and a student’s Atala Prism app containing the issued credential. 

 

 
Figure 8: A representation of the signature of a credential (left) and the Atala Prism wallet app containing a credential 
(right) 



2.3 The Cardano blockchain  

The previous paragraphs have explained the basics of SSI, as well as how Atala Prism works on a functional 

level. In short, participants receive a wallet address including a public (pseudonymous address) and private key. 

In turn, Atala Prism wallets are secured by a password. Additionally, while creating a wallet for the first time, 

students are provided with twelve random words: a seed phrase. These words can be used to restore the wallet, 

for example on a new device. They should therefore be written down and stored in a safe place, also to prevent 

others from accessing their credentials. As a result of the combination of a seed phrase and a password, holders 

are the only users able to either restore a wallet on a new device (using the random words), or log in in order to 

make a transaction. As a result, personal information is securely and privately stored on the user's smartphone. 

Because each user is the only person with access to their data and credentials, Self-Sovereign Identity has been 

enabled.22 With the help of blockchain technology, Atala Prims ensures that transactions are performed in a 

secure and trustworthy manner, because credentials are verifiable by means of different signatures. This 

paragraph explains what data is stored on-chain, and what happens when (access to) private keys are lost.  

 

2.3.1  On-chain storage 

The creation and issuance of credentials within the Atala Prism infrastructure can be separated into five stages. 

(1) Issuers create a DID, (2) holders generate an unpublished DID within the Atala Prism app, which is an 

offline DID inside a holders’ wallet waiting to be paired with a DID-document. (3) Next, issuers create a 

credential for the holder, and publish it to the Cardano blockchain, (4) verifiers resolve the state of the issuer 

DID and the holders’ credential, and (5) verifiers run the credential verification process. It is important to note 

that step three will be most crucial with regards to the main question of this thesis, as it dictates what 

information is stored on-chain. This also means that all other information with regards to the credential is stored 

securely and privately within the Atala Prism app. This is particularly important to know, because the next 

chapter will address key principles of the GDPR, which includes for example data minimization and storage 

limitation.  
 

Figure 9 shows a screenshot of the Atala Prism Software Development Kit (SDK), specifically for step three 

mentioned above. SDKs house tools to aid the developers in the completion of tasks such as building, testing, 

and running their applications. Essentially, it can be used as a technical example of the creation and publishing 

of a credential to the Cardano blockchain, as it shows an example of what information is included in the 

transaction. I will refer to this information as metadata. Note that the actual credential is sent through the Atala 

Prism app, which operates separate from the Cardano blockchain. Figure 9 is only relevant for the trust layer 

used by verifiers to ‘see’ whether a credential has been issued by the correct authority, has not been altered 

since, and has not expired. The Cardano blockchain should be able to provide verifiers with this information, 

which brings us to the question: what information is stored on-chain? 

 

 
22 https://atalaprism.io/app/  

https://atalaprism.io/app/


 
Figure 9: Atala Prism SDK, showing the issuance of a credential to a holder on the Cardano blockchain. 

Based on the code above we can see that it gives commands to generate a credential and assign it to the 

unpublished DID which has been created by the user. Within the metadata there are several different pieces of 

information. First, we can see issuanceKeyId = "master0", which confirms that the credential has been 

signed with a key referred to as master0. Next, CredentialContent contains most of the metadata. It pairs 

the following elements:  
 

1. "issuerDid" – This is the DID which has been created by the issuer, it can therefore verify the 

identity of the issuer, as it is the only entity that can sign the DID.  

2. "credentialSubject" – This is a command to create a credential by pairing the unpublished DID 

with the certificate. In other words, the certificate is being linked to an unpublished DID, which will be 

associated with that verifiable credential from hereon in. 

3. "did" – the  unpublished DID address that was created by the holder inside the Atala Prism app, 

waiting to be connected with a new credential.  

4. "certificate" – This is the certificate that has been paired to the unpublished DID address. Note 

that it does not contain the actual credential, but merely a description in plain text in order to prove to a 

verifier that it contains the credential they are trying to resolve. Resolving a credential means that the 

verifier determines the information that is contained in the transaction. Essentially this means that they 

decrypt the message in order to be able to read its contents.  
 

Consequently, the metadata associated to a credential is limited. This is very important from a data protection 

perspective, as transactions on the Cardano network (like all public blockchain infrastructures) are publicly 

accessible. This means that, in principle, all metadata mentioned above can be found through the Cardano block 

explorer by the public.23 While all metadata is encrypted into binary data, meaning that people other than the 

verifier will not be able to read the information, metadata will reside on the public blockchain definitively. 

Luckily, metadata clearly does not store any personal information about the holder. Based on the metadata 

mentioned above, I do not expect holders to be directly identifiable by means of metadata. In my view, this is a 

perfect example of privacy by design. The holder can prove, based on cryptographically secured binary data, 

that a credential has been issued to him or her, without sharing any personal information with third-parties. Even 

when decrypted, the metadata will not contain any credentials or other personal information which might 

directly identify the holder. In other words, it is unclear whether binary data could be decrypted and read by a 

third party, and even then it is unclear whether metadata alone is enough to indirectly identify the person it 

concerns. The fact that information is not accessible to third parties does not necessarily mean that it does not 

contain personal data.  

 

 
23 See figure 10. 



 
Figure 10: Example of a transaction found through the Cardano block explorer. Note that the metadata is encrypted into 
biary data. 

 

2.3.2 Loss of keys – recovery 

Now that we have seen that credentials and the personal information they contain are not actually stored on-

chain, another question becomes relevant. What happens when a holder loses access to his or her wallet? This 

could happen because the user has forgotten his or her password to the Atala Prism app. Another possibility is 

that the seed phrase or the device has been lost. This section briefly explains how these problems can be solved. 

Additionally, I will take a look at the future, as there are many developments in this area. 

 

Loss of either the password or seed phrase automatically means that the holder has lost access to his or her 

private keys. Consequently, they cannot sign, send or receive any credentials. In order for a lost password to be 

restored, the holder could use the seed phrase to prove their identity and change the password. Hence, keeping it 

in a safe place if very important. However, it becomes more problematic when the device on which the app is 

installed, has been lost. Here we can draw the comparison with a physical wallet again, as all the credentials 

contained therein are lost as well. The holder must create a new wallet in order to have all credentials reissued, 

and old credentials canceled. Of course this is a logical result of the fact that credentials are not stored on the 

blockchain itself. Additionally, there is no central party which stores credentials in the cloud. SSI therefore 

means that the holder is self-sovereign, but also solely responsible for the protection of their private keys and the 

device they use.  

 

This seems like a cumbersome solution, but better alternatives are on the horizon and will likely be implemented 

in due course. Social recovery, for instance, lets holders select a number of ‘trustees’. This could be friends or 

family members which confirm your identity. Social recovery therefore enables holders to regain access after 

losing either their seed phrase or password. This would circumvent the hassle of having all credentials reissued 

one at a time. Two examples of protocols which aim to use forms of social recovery are the uPort and Sovrin 

SSI ecosystems.24 Another solution, albeit more expensive, is to build the first generation of blockchain 

smartphones with a trusted execution environment in order to securely manage keys and sign transactions. An 

example is the HTC Exodus.25 Such a device will ensure that owners cannot lose access to their private keys by 

forgetting the seed phrase. Still, losing the device on which the wallet is installed will always result in a loss of 

credentials, this problem will not be solved by means of a blockchain device. The holder would still have to get 

them all reissued. 

 

 
24 Naik, N. & Jenkins, P. (2020). p. 5. 
25 https://www.htcexodus.com/eu/. 

https://www.htcexodus.com/eu/
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